




SECURING THE 
DEMOCRATIC PROCESS



THE PAYLOAD

Encrypted MDLE QR Code 
contains ½ of the decryption 
[Alpha] key, and a key ID

Encrypted MDLE NFC chip 
embedded in the document 
contains the voter’s 
personally identifiable 
information, image, voting 
location details, and other 
relevant information                        

VOTER REGISTRATION CARD



SCAN

A registered handheld NFC device preloaded 
with the other ½ of the decryption [Beta] key 
scans the MDLE Encrypted QR Code and NFC on 
the registration card

The software on the device processes the Alpha 
key, Beta key, and encrypted payload secured in 
the QR Code and NFC. If the QR Code does not 
scan, the document is a forgery. Each MDLE 
Encrypted QR Code can only be scanned once 
and only by an authorized handheld device

AT THE VOTING LOCATION



Once the content of the MDLE Encrypted 
QR Code NFC is confirmed, the authorized 
personnel captures a physical photograph 
of the voter. The MDLE Encrypted payload 
secured in the NFC and the physical 
photograph must match in order to 
receive a ballot and participate in the 
voting process

OFFLINE AUTHENTICATION



Each handheld device is equipped to 
process authentication requests for the 
voters registered to their specific voting 
location only

Each authentication request is recorded 
on the handheld device. When 
connected to the internet or returned to 
the central office, the entire memory is 
uploaded to the central server  

RECORDING



The voter registration card contains 
the alpha key, key ID, voter’s image, 

and biographical data secured in 
the MDLE Encrypted QR Code and 

NFC

The authorized device contains the 
beta key and authenticates the 

voter registration card. 
Authentications requests are 

processed, confirmed or denied, 
and recorded on the device in an 

offline environment

When connected to the internet or 
later returned to the main office, 
all data collected by the device is 
uploaded to a central repository

AUTHENTICATION CYCLE



Is the data secured? Yes. Your data is encrypted using a military grade encryption process within the MDLE 
QR Code and NFC Chip.

Who can read the data? Only an authorized handheld device equipped with the beta key to decode the 
payloads in the MDLE Encrypted QR Code and NFC Chip. 

What if someone tries to ‘spoof’ a QR Code and NFC Chip? The authorized handheld device will recognize 
the document is a fake. 

What if someone tries to use somebody else’s voter registration card? The authorized handheld device 
will compare the content of the MDLE Encrypted NFC payload with the physical image obtained by the 
authorized personnel. If the content does not match, it will identify the attempted breach.

What if someone duplicates the content of the MDLE Encrypted QR Code and NFC Chip to attempt voting 
more than once? Each voter registration card is permitted for one-time-use only. 

FAQ’s










